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l. Getting Started

1. Installation Guide T see separate document

Secret Server is distributed as an MSI (setup.exe) which installs the web application (a zip file option is
also available if needed but not recommended as the setup.exe is much easier). To install Secret Server,
simply run the setup.exe. For more detailed information on setting up the prerequisites (11S, ASP.NET,
and connecting to Microsoft SQL Server), please see the Installation Guide.



http://updates.thycotic.net/link.ashx?SSUserGuide_Support

2. Terminology

Throughout this User Guide, certain terms are used to refer to specific features or concepts within Secret
Server.

T Administrator

All the features within Secret Server can be separated out into different Roles.
Administrator is one of the default Roles that comes installed with Secret Server. This
Role can be customized to have different permissions. In this guide, '‘Administrator’ will
be used when referring to the User(s) who manage the system. Administrators have
control over the global security and configuration settings. Note that Administrators in
Secret Server DO NOT automatically have access to all data stored in the system i
access to data is still controlled by explicit permissions on that data.

M Secret

Any sensitive piece of information that you would like to manage within Secret Server.
Secrets are derived from customizable Secret Templates. Typical Secrets include, but
are not limited to, privileged passwords on routers, servers, applications, and devices.
Files can also be stored in Secrets allowing for storage of private key files, SSL
certificates, license keys, network documentation info or even a Microsoft Word or Excel
document.

1 Secret Template

Used for creating Secrets, Secret Templates allow you to customize and format Secrets
to meet your company's needs and standards. Examples include: Local Administrator
Account, SQL Server Login, Oracle Login, Credit Card and Web site Logins. Templates
can contain passwords, User names, notes, uploaded files, and drop-down list values.
Templates can be customized and new Secret Templates can also be created.

1 Role Based Security

Secret Server uses Role Based Access Control. All features in Secret Server map to
permissions which can then be assigned to Roles. Users and Groups can then be given
one or more Roles. Role Based Security provides Administrators the ability to set strict,
granular permissions for each User.

T Unlimited Administration Mode
This is the emergency ("break-the-glass") feature. When this mode is enabled,

Administrators are able to access all content within the system regardless of explicit
permissions. Access to the Unlimited Administration Mode is controlled using Roles.



1 Remote Password Changing

Secret Server can automatically change passwords on remote devices and various
platforms including: Windows Accounts, various database logins, Active Directory
accounts, UNIX/Linux/Mac accounts (including root passwords), network
appliances/devices and more.

[I. Dashboard Section

1. Dashboard

Dashboard is the main screen for searching and viewing Secrets. For a visual demonstration of the
Dashboard see http://www.thycotic.com/movies/secretserver/welcome/.

a. Browse tab
The Browse tab is the first tab that users see when they start using Secret Server (no other tabs exist for
new users). The initial layout for the Browse tab contains the Search / Browse widget, Favorite Secrets
widget, Expired Secrets widget, Create New Secret widget, and the Recent Secrets widget. Note that the
Browse tab cannot be deleted or renamed (it can be moved in the tab order). All Widgets except the
Search / Browse widget can be added or removed from this tab.

b. Search / Browse Widget
This Widget is created by dragging a folder from the folder tree view of another Search / Browse Widget
(ie. Browse Tab) into the Tab region. At the start of the folder drag, the Tab region will be outlined. This
Widget can be used to limit the Secret search results to a particular folder and its subfolders.


http://www.thycotic.com/movies/secretserver/welcome/

i) Creating i1 New Search / Browse Widgets are tied directly to custom Tabs,
which are described further below. Only one Search / Browse widget is allowed
per Tab. To create a new Search / Browse Widget you must drag a folder from
an existing Search / Browse Widget. You can always find one on the Browse Tab
as it always will contain a Search / Browse Widget based on the <Root> folder.

ii) Deleting 1 Search / Browse Widgets may be deleted from a Tab but cannot
be added back to an existing Tab.

iii) Rearranging i Search / Browse Widgets cannot be rearranged and will
always be located in the top left portion of the Tab.

iv) Using the Widget i The Search / Browse Widget will be one of your most
frequently used Widgets under the Dashboard paradigm. Secrets may be filtered
by selecting a folder on the left by either clicking it or by the search field above
the folder tree. On the right portion of the Widget, Secrets may be further filtered
by the search criteria in the top textbox. The advanced section allows you to filter
by Secret Template, status, and whether or not you want to see Secrets
contained in sub-folders. Please note that advanced criteria is only in effect while
expanded (visible).

v) Secret Views 1 Secrets that are listed in the results grid may be managed /
viewe d based on t he Uwewewa Secrptelickron therowoandsit.
will expand to display. Some of the features available include the
viewing/unmasking of passwords, using the launcher, and viewing other pertinent
details.

c. Widgets
Widgets are what make Dashboard work. All widgets, except for the Search / Browse widget share similar
Ul functionality. Widgets may be created, deleted, and rearranged as you see fit.

Create Secret Widget i This Widget is used to create new Secrets. From the Create New drop down list,
select the Secret Template that you wish to use. You will then be sent to the New Secret page. See the
Creating a Secret section for the details on how to use this screen.

Expired Secrets Widget i This Widget displays all the Secrets that are Expired. To view a Secret, click
on the Secret name and it will expand to display.

Favorite Secrets Widget i This Widget displays all the Secrets that are set as Favorites. To view a
Secret, click on the Secret name and it will expand to display.

Out-Of-Sync Secrets Widget i This Widget displays all the Secrets that are Out-Of-Sync. For a
definition of out-of-sync Secrets, see the Configuring a Secret for AutoChange section. To view a Secret,
click on the Secret name and it will expand to display.

Recent Secrets Widget i This Widget displays all the recently viewed Secrets. To view a Secret, click on
the Secret name and it will expand to display.



Report Widget i This Widget is used to display a Report. From the Create New drop down list, select the
Report you wish to view. There can only be one Report per Widget. To navigate to the Report view page
from the Widget, click the title of the Report. For details on Reports, see the Reporting in Secret Server
section.

a. Managing Widgets
i) Adding Widgets
There are a few different draggable Widgets available. To create one of these Widgets, expand the

Content area at the upper left of the screen and drag the widget to the content area below. The available
Widgets actions are as follows:

ii) Deleting a Widget

To delete a Widget, click the trash icon ( @) at the top of the Widget.

iiil) Refreshing a Widget

To refresh a Widget, click the refresh icon ( f‘) at the top right of the Widget. Not all Widgets will have
this.

b. Custom Tabs

i) Creating a Tab
To create a tab the user can either drag a folder from the Browse / Search Widget to the Tab strip, or the
user can click on the plus (+) tab in order to create a new empty tab.

ii) Editing aTab
If the user clicks on the edit icon ( #°) on the tab, they will be able to enter a new name for the tab. The
user can cancel their changes by pressing the Esc key.

iii) Deleting a Tab
If the user clicks on the delete icon ( ® ) on the tab, they will be asked to confirm that they indeed mean to
delete the tab. Once they confirm, the tab will be deleted from the dashboard.

[1l. Secret Section

1. Secrets
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Secrets are individually named sets of sensitive information created from Secret Templates. Flexibility in
Templates allows Secrets to address a broad spectrum of secure data. Secret security can be centrally
managed through View/Edit settings for each individual Secret. Additionally, the Folder structure allows
one or more Secrets to inherit permissions from a parent Folder. All Secret field information is securely
encrypted within the database with a detailed audit trail for access and history.

a. Creating a Secret
If using the Dashboard, see the Dashboard section.

If using the Home screen, in the upper right corner, select the Secret Template from which to create the
Secret. This Template contains all the relevant fields for a Secret. If there is not a suitable Template,
custom ones can be created (see Creating or Editing a Secret Template section). Upon selecting a
Template, you will be sent to the New Secret page.

L

t Template RPC - Active Directory Account ~
Lcret Name * RPC admin
Domain *  production.acme.com
Username *  admin
Password *  3UMhV*teto*y

This is the password changer for "admin"

Notes

Click for fullscreen ’l I :

New Secret Page

For the basic Secret Templates, Secret creation is intuitive and straightforward. The more complex Secret
Templates are discussed later in the User Guide. Keep in mind that the Secret Name field is the text
used both for display purposes throughout the application as well as for search functions (other fields can
be used as well; see the Searching Secrets section for more details).

The Save and Share button allows you to immediately set the Sharing settings on the newly created
Secret. Sharing is discussed in more detail in the Secret Sharing section.
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Note: It is possible to import data as Secrets. This topic is discussed in the Secret Import section.

b. Viewing a Secret

If using the Dashboard, see the Dashboard section.

To view the information contained in a Secret, you must navigate to the Home page. From there, click on
the Secret name. For instructions on browsing your Secrets on the Home page, see the Searching
Secrets section.

Only the General tab is discussed in this section. This page will be referred to as the Secret View page.
For information on the other tabs, see the Secret View Tabs section.

The Secret View page displays the relevant information for a Secret. The Password fields of a Secret
may be masked, depending on your settings (see the Setting Up Password Masking section).

To unmask a field, click on the Lock icon(’ri). This will unmask the field for as long as you have the
cursor over the Lock.

To see the history of changes to the field as well as the current setting, click on the History icon (L:“j).

To copy the field to the clipboard, click on the Copy To Clipboard iCOI"I("‘I‘-‘I). You may need an add-on for
this to function.

To view the field using the NATO phonetic alphabet, click on the NATO icon (~). (This is helpful when
needing to give the password over the phone).

Discussed below are the settings that are common to every Secret:

1 The Folder field is the Folder that contains the Secret. You can make the Secret use the Sharing
setup of this Folder by setting the Default Secrets Inherit Permissions setting in the
Configuration. See Sharing a Folder section for further details on this setting.

1 The Favorite? checkbox is used to group Secrets in the Favorite Secrets widget on the Home
page.

1 You can edit or delete a Secret by clicking the Edit and Delete button, respectively. For more
details, see the Edit and Delete a Secret section.

1 The Share button is used to set up the Sharing settings (permissions) for this Secret. For further
information, see the Secret Sharing section.

1 You can check which Users have accessed the Secret as well as the changes performed on the
Secret by clicking View Audit button. For additional details, see the Auditing section.
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Below are the buttons, fields, and icons that are specific to more advanced Secrets. They are discussed
in detail under their relevant sections.

1 The Change Password Remotely button is discussed further in the Remote Password Changing

section.

1 The Expire Now button is discussed further in the Secret Expiration section.

1 The AutoChange Schedule button is discussed further in the Remote Password Changing
section.

1 The AutoChange? field is discussed further in the Remote Password Changing section.

P

N

1 The Launcher icon ( ' ) is discussed further in the Launcher section.

c. Editing and Deleting a Secret

If using the Dashboard, see the Dashboard section.

To edit a Secret, navigate to its Secret View page. Click on the Edit button. All fields on the previous
Secret View page will become editable

Note: Password fields will be unmasked.

For passwords, there is an ability to randomly create a password with the Generate button. This will
generate a password according to t hSecre eimEat sestion).

To delete a Secret, navigate to the Secret View page and click on the Delete button. The Secret will be
logically deleted and hidden from Users who do not have a Role with the View Deleted Secrets
permission.Secr et Server uses fAsoft dledatais mantaines.dhigalsa t
prevents Denial of Service attacks where a disgruntled employee could delete all Secrets. However,
deleted Secrets are still accessible by administrators (like a permanent Recycle Bin) i this is done to
ensure the audit history is maintained and to support recovery.

Secrets can also be deleted in bulk. This is discussed in more detail in the Bulk Operations on Secrets
section.

To undelete a Secret, navigate to the Secret View page and click the Undelete button. NOTE: The User
must have the View Deleted Secrets permission (see Roles section) to access the Secret View page for
this Secret, as well as Owner permission on the Secret.

n the

audi t
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d. Secret Sharing and Permissions

Sharing passwords is crucial for information technology teams. Due to the sensitive nature of sharing
secure information, Secret Server takes all necessary security measures to ensure that shared
passwords are tracked and guarded.

Inherit Permissions from folder [ |

Name
(32)Help Desk
@ admin
(&]Cindy

(& ]Katie

Add New
Group/User: --Groups-- v

Click for fullscreen *I I I:

Sharing a Secret

There are three different levels of permission to choose from when sharing Secrets with another User or
Group of Users: View, Edit and Owner.

View allows users to view the fields on a Secret and Edit allows users to change values of the fields. To
perform more advanced features, such as configuring the password of a Secret to be automatically
changed, you need the Owner permission.

View =  Allows the user to see all data (fields T username, password, etc.) and metadata
(permissions, auditing, history, security settings, etc.)

Edit =  Allows the user to edit the data (username, password, etc.). Also allows users to move the
Secret to another folder unless Inherit Permissions from Folder is turned on, in which case the user
needs Owner permissions to move the Secret.

Owner =  Allows the user to change all the metadata (permissions, security settings, etc.)

Note: Password Fields will not be visible if a Secret has a launcher and Hide Launcher Password is
turned on or the user does not have the View Launcher Password role permission.
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For example, Administrators need the Edit permission to the router password, but a contractor doing
network upgrades might only need View (read only) access on that same Secret.

Secrets can be shared with either Groups or individual Users. The Secret Sharing section allows Secrets
to be configured for access.

To add and remove Sharing from a Secret, navigate to the Secret View page for the Secret you wish to
change. Click the Share button.

In this Secret Share page, existing Sharing settings for each User or Group are displayed on the grid. To
edit Sharing for a Secret, click the Edit button. You can now add or remove Users or Groups from
Sharing on the Secret. You can also add or remove specific Sharing settings to a User or Group that
already has Sharing enabled for this Secret. If a User or Group is not displayed in the grid, then they do
not have access to the Secret.

To further simplify the process of Sharing, Secrets can automatically inherit the settings from the Folder
they are located within. By enabling the Inherit Permissions from Folder option in Configuration, a
Secret will inherit all the parent Folder's Share permissions. For more on Folder security, see Folders
section.

e. Secret Copy

Secret Copy allows for rapid duplication of secrets. Any user with the Owner secret permission on a
secret can click the Copy Secret button at the bottom of the View tab in order to create a new secret with
information based on the original secret. Secret field information, launcher settings, secret settings,
double locks, email settings, and permissions are copied over. Audit records are written to the source
Secret and target Secret to indicate that a copy operation took place. Currently, file attachments are not
copied.

f. Bulk Operations on Secrets

If using the Dashboard, see the Dashboard section.

From the Home page, bulk operations can be performed on multiple Secrets. Select the Secret you wish
to include by checking t h&amehTe chkckthem alh ehack thetcbeckbdxe Secr et
that is in the column headers. Then, select the operation from the dropdown list below the list of Secrets.

2. Folders

Folders allow you to create containers based on your individual needs. These Folders help organize your
customers, computers, regions, branch offices, etc., into centralized areas. Folders can be nested within

15



other Folders to create further sub-categories for each set of classifications. Secrets can be assigned to
these Folders and sub-Folders. A benefit of Folders is customizing permissions at the Folder level and
enabling Inherit Permissions on Secrets within the Folders. Setting permissions at the Folder level will
ensure future Secrets in that Folder have the same assigned permissions, and simplify managing access
across Users and Groups.

a. Creating a Folder

To create a Folder, navigate to Administration>Folders.

NOTE: To create Folders, you must have a Role assignment with Administer Folder permissions.

Create New Folder

Creating a folder in \Clients\Acme Inc.

Folder Name « production.acme.com|

Folder Template Computer ~
Inherit Permissions from Parent? ||

Save and Edit Permissions Cancel

Click for fullscreen ‘I I :

Creating a Folder

By default, a new Folder will be created at the root level. If you wish to create a sub-Folder, select the
parent Folder from the Folder tree before clicking the New button. To return to the root level, click the
highlighted Folder to unselect it. To create a sub-Folder, you must have Owner permissions on the parent
Folder.
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The Folder Name field is the text used both for display purposes throughout the application as well as for
search functions.

v ; Clients
v 3 Acme Inc.
L0 production.acme.com
a Fabrikam
v ; Infrastructure
v ; AD Controllers
£ OFFICE.msp.com

WY QAIFS msan.com

Click for fullscreen "‘” :

Choosing a Folder

The Folder Template setting is used to display the specialized Folder icon in the Folder Tree views and
advanced Folder searching. The Folder Templates are Folder (default), Customer, and Computer.


http://www.thycotic.com/documentation/secretserver/figure/pickingfolder.jpg

3 ; Clients
v ; Infrastructure
v ; AD Controllers
Il OFFICE.msp.com
.. SALES.msp.com

Clear Cancel

Click for fullscreen ’I I :

Folder Tree View

b. Folder Sharing and Permissions

If the new Folder is a sub-Folder, then you can have it use the Sharing setting of its parent Folder by
enabling the Folder to Inherit Permissions from Parent setting.

Folders have the same Sharing structure as Secrets: Edit, View and Owner. The Save and Add

Permissions button allows you to set Folder Sharing on the new Folder. Depending on your

Configuration setup, these Sharing settings could affect the Sharing of the sub-Folders and Secrets that

are contained in it. Folders are not visible to Users that do not have View permission (unless the

configuration settingfi Requi re Vi ew Permi ssions on SpecThidallows Fol der
Users to create and manage their own Folders without them being visible to all Users. The Edit

permission is also necessary to add Secrets to a Folder.
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View =  Allows the user to see the Folder and Secrets in that Folder that are inheriting permissions
from their folder.

Edit = All ows the user to creat e ndnherifPerinidsmmséromi n t hat f o
Parento t o on f or ,mdveSearetswto that foldez, and add new Secrets into that folder.

Owner =  Allows the user to create new folders in that folder without forcing inheritance, move the
folder, delete the folder, rename the folder, and change the permissions and inheritance settings on the
folder.

Note: If a User has been granted the Owner permission for a Folder, that User can then change
permissions on that Folder. It does not matter that the User did not create the Folder.

Folder Name % production.acme.com

Folder Template Computer ~
Inherit Permissions from Parent? ||

Name 4 Vie
(8] admin @]

Add New
Group/User --Groups-- v

Click for fullscreen *I I :

Editing Folder Permissions

Below are a few Folder-specific settings you may wish to use in your Secret Server configuration (go to
Administration>Configuration):

1 Default Secrets Inherit Permissions i When disabled, the Sharing settings on Secrets
contained in Folders need to be explicitly set. They will not use the settings from the Folder.

1 Require View Permission on Specific Folder for Visibility i When enabled, this hides Folders
that the User does not have explicit View permission on. The Folders will not appear in the tree
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view or allow search and browse. If disabled, the Users can see the Folders in the Folder tree but
they will appear empty as the User does not have View permission to the Secrets.

1 Require Folder for Secrets setting is used to force Users to always add Secrets to Folders.

Note: It is possible to setup an automatically replicated Folder structure from an external Database, such
as ConnectWise or other CRM systems. This topic is discussed later in the Folder Synchronization
section.

c. Folder Permissions 1 Adding and Moving Secrets

To add a Secret to a folder, you must have Edit permission on that folder (either direct or through
inheritance).

To move a Secret to a folder, you must have Edit permission on that folder (either direct or through
inheritance).

To move a Secret from afolder, youmusthave Edit permi ssion on t hirthéerit Secr et .
Permissions from foldero t hen you must have Owner permission to mov
also requires the AShare Secreto role peireménswdlbon i n Se:q
removed in the next release).

When a Secret is moved to a folder, it owi || automati cal
specific permissions before the move.

d. Folder Permissions i Creating, Deleting, and Moving Folders

The AAdminister Folderso role permission wild.l all ow a |
folders but specific folder permissions still apply.

Any user with AAdminister Folderso role perewel.ssion wil |

They will also be able to add new folders to any folders where they have Edit or Owner permission on that
folder.

They must have Owner permission to be able to delete a folder.

They can also move folders where they have Owner permission on the source folder and Edit or Owner
permi ssion on the target folder (where they are moving
Permi ssions from parentodo when it is moved (same as whe
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Secret Templates

e. Creating or Editing a Secret Template

Navigate to Administration>Secret Templates. On this screen, either select a Secret Template to edit
or create a new one. If creating a new Secret Template, a prompt will appear to specify the name of the
new Template. Enter the new name and proceed. The Secret Template Designer page provides all the
options for configuring a Secret Template as well as which fields will appear on any Secret created from

that Template.

f. Using the Secret Template Designer

T EXpIT o ENapear Y
Expiration Days 90
Expiration Field Password
Change
Field Name Field Descri|
Password The Domain Users Password
The |
Click for fullscreen r I :

Secret Template Designer

Below is a description of the various field settings and buttons:

To add a field, fill out the values and click the Add button (E|).

1 Field Name i The name of the field. This name will be used for the Create New drop-down list
on eitherthe Da s h b o @reatleéSecret Widget or Home page.
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1 Field Description i The description of the field.

1 Field Type i Selection of the type to use in the field. See below for a description of the different
fields.

1 Is Required - Specifies whether the field should require a value. These fields will be checked for
correct content when the User attempts to create this Secret. A validation error will be displayed if
not entered correctly.

1 History-The number of values to keep in the fieldds hi :

1 Searchable - Whether that field should be indexed for searching. By default, passwords are not
indexed. File attachments and history fields cannot be indexed for searching.

To delete afield, click the button (|X|). There will be a confirmation dialog box before deletion takes place.

To edit a field, click the Edit button (|Z|). Click either the Save button (@l) to save or the Discard button
(|£|) to discard the changes.

*NEW™ Active Directory Account
Active? V'
Expiration Enabled? |

Change
Field Name Field Descri
Password The Domain Users Password

Click for fullscreen ’I I :

Secret Template Designer Edit

The order of appearance of the fields in the Template Designer grid is the order in which they will appear
when the User views or edits a Secret created from this Template. The order can be modified through the
up and down arrows on the grid.
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Default values can be specified on each field by clicking the Edit Defaults button (@b. These added
values will appear as a drop down list on any Secret created from this Template.

g. Template Field Types

Template fields can be specified as one of several different types to enhance customization.

il

Text - A single line text field.

Notes - A multi-line text field.

URL - A clickable hyperlink.

Password - A password type field.

File - A file attachment link. File attachments are stored in the Microsoft SQL Server database.
Edit Passwords button i This button is only visible for templates that contain a field that is of
Password type. It is used to alter the minimum password length as well as the character set used

for the auto-generationofthe Secr et 6 s p athestwiiong ahd Hektmea Secret for further
details on password auto-generation).

Configure Password Changing button i This button is used to enable Remote Password
Changing on these Secrets. For further details, see the Remote Password Changing section.

Configure Launcher button i This button is used to enable Remote Desktop or PUTTY
Launcher or custom launchers on these Secrets. For further details, see the Launcher section.

h. Additional Changes to a Template

For additional changes to a Secret Template, click the Change link on the Secret Template Designer
page to navigate to the Secret Template Edit page.

I. Activating / Inactivating Templates

If a Template is no longer relevant or outdated, it can be inactivated. This can be done from the specific
Template's Secret Template Edit page.
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Set Active Secret Templates

Marking a Secret template as inactive will make it unav:
template will not be affected.

l Secret Templates
*NEW™ Active Directory Account

Bank Account
Cisco VPN Connection
Combination Lock

Contact

Click for fullscreen *I I :

Bulk Template Activation

Templates can also be inactivated in bulk from the Manage Secret Templates screen. Click the Active

Templates button to navigate to the Set Active Secret Templates screen. This screen displays all the

Secret Templates in Secret Server. Each Secret Template can be set as active or inactive. Once the

Secret Templates are chosen as active or inactive, then saving changes will bring the Secret Templates

into effect immediately. Note that inactivating a Secret Template will not inactivate any Secrets using that

Secret Templateit hose Secrets wil.l still exi st but users wonot
inactivated Secret Template.

1 Expiration Enabled? Setting i Secret Templates allow expiration on certain fields. When the
Expiration Enabled? option is turned on, an expiration time interval can be specified for a
selected field using the drop down menu. With this option enabled and a time duration specified,
Secret Server will begin providing alerts if the Secret field is not changed within the specified
expiration requirements. See Secret Expiration section.

1 Keep Secret Name History? Setting - If Keep Secret Name History? is enabled, Secret Server

will keep the specified number of entries for viewing. This feature creates a record of every name
used when a new Secret is created.
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J. Character Sets

Character Sets are a collection of distinct characters that are used in Password Requirements and
Password Rules. Custom sets can be created and both ASCIl and Unicode are supported. For more
information on setting up compliance checks and password generation standards see Password
Requirements section. The 5 standard Character Sets are:

Lower Case (a-2)

Upper Case (A-2)

Numeric (0-9)
Non-Alphanumeric (|@#$%"&*())
Default 1 Includes all the above

=A =4 =4 -4 -

To manage Character Sets click the Character Sets button on the Administration>Secret Templates
page. Only character sets which are not currently used by a Password Requirement can be deleted.

k. Password Requirements

Requirements can be set on a password field to validate user-entered passwords and/or make auto-
generated passwords conform to certain specifications.

A Password Requirement is made up of a minimum and maximum length, a set of characters, and
optional rul es suchasaes dhMdar d ctassrts @. uplpeerdef dul t
characters from the Default character set, with at least one upper-case, lower-case, numeric, and symbol
character.

Password Requirements can be created or edited through the Password Requirements button on the
Administration>Secret Templates page. Character sets can be created or deleted from the Character
Sets button next to the Password Requirements button.

passwor

25



Password Requirement Edit

Example: 5kwo357W0Q&d

Name Default

Description The default password requirement, which u
requires one lowercase, one uppercase, on

late

mplal

M

1Ise Fhis

a1l
Viii US

)

Is Default Yes (All new Secret

Generate Password

Lenath between 12 and 12

Click for fullscreen ‘l | :

Note: Password requirements cannot include rules with overlapping character sets. For example, if an
attempt is made to add bothad Mi ni mu m ocfa stel@ampm@aé Mi n i muDefauwtdrulexo a new
password requirement, an error will be displayed.

To set the password requirement fgr a field, click the Edit Passwords button on the Secret Template Edit
page. Next, click the Edit button (|£|), select the desired Password Requirement, and click the Save
button (IQI) to save the changes.

Validation of manually entered passwords can be turned on or off at the Secret Template level via the
Validate Password Requirements On Create and Validate Password Requirements On Edit settings.

The What Secrets Do Not Meet Password Requirements report shows Secrets containing a password
that does not meet the Password Requirements set for its Secret Template.

|. Naming Patterns

Secret Server supports naming patterns for Secret Templates. Naming patterns are a way for
administrators to maintain consistency for Secret names and can help ease both browsing and grouping
Secrets by name. Patterns are created using regular expressions. Regular expressions are a formal set
of symbols commonly used to match text to patterns.

An example regular expression is "w+\w+$, which would allow "NTDOMAINO1\USER3454" but not
"USER3454 on NTDOMAINO1". Here the """ symbolizes the beginning of the text. "\w" specifies alpha-
numeric characters, plus the "_" character, while "+" indicates one or more occurrences of the previous
symbol. In this case "+" means one or more alpha-numeric characters ("\w"). The "\\" is used to denote a
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single "\". In regular expressions special characters are escaped with a "\", so to try and match a single
slash requires extra escape characters. Lastly the "$" signals the end of the text.

3. Secret View Tabs

a. Expiration Tab

Inside the Expiration tab is the settings for Secret Expiration. For further information, see the Secret
Expiration section.

b. Personalized Tab

These settings will only be applied to the User who is editing the settings. They will not apply to the other
Users who have View/Edit/Owner permission to the Secret.

To use the settings in this area, you must have email configured correctly in your Configuration settings
(see Configuring SMTP Email Server section for details). You also need a valid email address set for
each User who wishes to use these settings. This can be set in the Administration>Users section (see
Creating a User section for details).

The Send Email Alert When Viewed setting is a User-level setting that will email the User when the
Secret is viewed. The email will contain the name of the User who views the Secret.

The Send Email Alert When Changed setting is a User-level setting that will email the User when the
Secret is edited. The email will contain the name of the User who edits the Secret.

c. Security Tab

Inside the Security tab are various settings pertaining to the security of Secrets. Listed below are the
settings. These may or may not be visible, depending on your configuration settings.

1 Require Check Out i for more information on this, see the Check Out section.
1 Enable DoubleLock i for more information, see the DoublelLock section.

1 Enable Requires Approval for Access i for more information, see the Requires Approval for
Access section.

1 Require Comment i will require the user to enter a reason for viewing each time the Secret is
accessed.

27



d. Launcher Tab

Inside the Launcher tab there are different settings depending on which type of launcher is configured for
the Secret. If the Launcher Type is Remote Desktop the following settings will be available.

1 Connect to Console i If true the user will be logged in as a console login.

M Allow Access to Printers i If true the RDC will have access to the Local Printers

1 Allow AccesstoDrivesi | f true the RDC will have access to the
1 Allow Accessto Clipboardi | f true the RDC will have access to t
clipboard.

If the Launcher Type is Web Launcher the tab will display how the Web Launcher is configured to the
Secret.

1 The Test Launcher button allows the user to test the Web Launcher Configuration.

I The Edit Fields button allows the user to change which Secret Fields are configured to
correspond to the HTML input controls on the target website.

1 The Reconfigure Web Launcher button allows the user to reset the configuration. See the Web
Launcher section for details.

e. Remote Password Changing Tab

The settings inside the Remote Password Changing tab are used for Secrets that are Remote
Password Changing- enabled. For more information see the Remote Password Changing section.

f. Dependencies Tab

The settings inside the Dependencies tab are used for Secrets that are Remote Password Changing-
enabled. For more information on Dependency checking, see the Dependency Finder section within
Remote Password Changing section.

4. Launcher

Secret Server's Launcher opens a connection to the remote computer or logs into a website using the

Secret's credentials directly from the Web page. While this provides a convenient method of opening RDP

and PUTTY connections, it also circumvents Users being required to know their passwords. A User can

still gain access to a needed machine, but is not required to view or copy the password out of Secret

Server. The Web Launcher will automatically log into websitesusi ng t he c¢clientds browser.
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Supported Launcher Types

1 Remote Desktop - The RDP launcher will launch a Windows Remote Desktop session and
automatically authenticate the User into the machine.

1 PUTTY - The PUTTY launcher will open a PUTTY session and authenticate the User into Unix
system.

1 Web Launcher i The Web Launcher will open a new window in the browser and use the
credentials to automatically log the user into a website. The Web Launcher section has more
detailed information.

a. Enabling the Launcher

By default, the Launcher will be enabled at the corresponding Administration>Configuration setting.

Secret Template Edit Launcher

Enable Launcher Yes

Launcher Type to use Remote Desktop
Computer Server

Domain Domain

Password Password

Username Username

Back | Edit

Click for fullscreen r I :

Remote Desktop Launcher

i) FireFox Configuration

Firefox requires a Helper Add-on application to run the RDP and PUTTY Launcher. The Microsoft .Net
Framework Assistant add-on and .NET framework version 3.5 SP1 need to be installed.
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ii) Chrome Configuration

Chrome requires a Helper Add-on application to run the RDP and PUTTY Launcher. The ClickOnce add-
on for Google Chrome Add-on needs to be installed.

iii) SSL Certificates

SSL must be set up properly for the RDP launcher to work correctly. If Secret Server is using SSL
certificates, they must be trusted at the User's computer. This will only be an issue with self-created
certificates.

iv) Setting Up the Secret Template

Launcher can be accessed from any Secret created from a properly configured Template. Secrets can
be configured for the Launcher from within the Secret Template Designer page. Configure Remote
Desktop Launcher displays the options for editing the launcher. The Enable Remote Desktop
Launcher must be checked to allow editing of the Launcher mapping options. By default, the Templates
Windows Account, Active Directory Account, Cisco Account (SSH), HP iLO Account (SSH), Unix Account
(SSH), Web Password, and SQL Server Account have the launcher configured.

For a Remote Desktop Connection to work properly, Secret Server requires the appropriate logon
information. The Launcher credentials are taken from the specified Secret fields. Fields must be
assigned their corresponding credentials from the drop down list. In addition to the Secret Fields, the
Domain can be mapped to <blank> which passes empty string to be used with Local accounts, and the
machine or Host can be mapped to <user input> which prompts the User for a specific machine to be
used with Domain accounts.

v) Session Recording (Enterprise Plus - version 7.5.000000+)

Session recording provides an additional level of security by recording a user's actions after the remote
session has started. The resulting movie is viewable from the secret audit. Session recording can be
toggled on or off globally on the Configuration page, and set for individual secrets on the Security tab.
Detailed information on supported codecs can be found in the Session Recording KB article. When a user
launches a remote desktop session with session recording enabled, a brief message is displayed to
inform the user that their actions will be recorded.

b. Custom Launcher

Secret Server has the ability to wire up a program to run when clicking the Launcher on a Secret. The
Process Launchers can be customized to work with any command-line started application and will pass
values from the Secret. In order for the process launchers to work, the client machine will need to have
the program installed and typically needs the program folder in the PATH environment variable.

i)  Creating a Custom Launcher
In order to create a new Custom Launcher, navigate to Administration -> Secret Templates and click on
the Configure Launchers button. Click on the New button.

1 Launcher Name - The friendly name of the launcher that will be displayed to the user.
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1 Active i Whether or not the Launcher is active for use.

Process Name i The name of the process that will be launched.

1 Process Arguments T The process arguments depend on the process that is being launched.
View the built in SQL Server Launcher for examples on how the fields are substituted.

1 Run Process As Secret Credentials i If set to true, the process will authenticate as the
credentials on the Secret instead of the client user that is using the launcher.

1 Use Additional Prompt i If this setting is turned on, the user will be prompted for additional
information when using the launcher.

1 Additional Prompt Field Name i This is the name of the field that will be prompted for when the
user uses the launcher. This value can be referenced in the Process Arguments with a $
prefex.

=

ii) Default Launchers Requirements:

1 SQL Server Launcher - Requires SQL Server Management Studio installed. When installed the
program will be automatically added to the PATH. (Default uses 2008)

1 Powershell Launcher - Requires Powershell installed. When installed the program will be
automatically added to the PATH.

1 Sybase isgl Launcher - Requires isql.exe installed. It may need to be added to the PATH if
$SYSBASE has not been added.

iii) How to add a Program Folder to the PATH?

Right click on Computer and go to Properties. In the properties window click Advanced system settings.
On the Advanced Tab, click the Environment Variables button. In the System Variables section scroll to
Path. Click Edit then at the very end of the Textbox, paste the full path to the folder where the program file
is located but make sure not to replace any existing entries. The list is semi-colon separated. Click Ok to
close the dialogs.

iv) Common Errors:

1 The process (process name) was not found
0 The application has not been installed on the machine. If the application was installed,
the program folder will need to be added to the path.
1 The stub received bad data (1783)
O The process is set to Launch As the Credentials of the Secret but the username or
domain is not correct on the Secret or the client machine cannot find the user or domain
credentials specified.

c. Using the Launcher

On the Secret View page, clicking the Launcher icon will launch the Remote Desktop, PUTTY session
directly from the browser or log into the website. The mapped fields will be passed to the Launcher for
automatic authentication. If the machine is set to <user input> for Remote Desktop, the console will
launch and allow the machine to be specified from the RDP dialog. If the Host is set to <user input>, a
prompt will ask for the specific machine before launching the PUTTY session. For certain browser
security levels, the User will need to click Allow for the Launcher application to open.
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Note: The View Launcher Password permission can be removed to prevent Users from viewing the
credentials, but will still be able to use the authentication session to access the computer.

The settings inside the Launcher Tab are used for Secrets that are Remote Desktop Launcher-enabled.

5. Web Launcher

The Web Launcher provides a convenient click to automatically log into websites. By default, the web
launcher is enabled on the Secret Template Web Password, but can be enabled on custom templates as
well as described in Enabling the Launcher.

a. Configuring the Web Launcher for Secret

Once enabled on the template, the Web Launcher will need to be configured for the Secret. Each website
login is unique and will require the Secret fields to be mapped to the form controls. For a new Secret the
Launcher icon will appear and clicking on it will take the user to a configuration screen. The user can also
view and access the configuration screen from the Launcher Tab. Depending on whether other Secrets
with the same website have been configured, the user will have different options.

Note: Configuring the Secret for use with the Web Launcher requires the user to have Owner permission
on the Secret.
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First, there is the option of downloading the setting from Thycotic.com. When the Configure Web
Launcher page is loaded, Secret Server will check online at Thycotic.com for pre-approved matching
websites. If any are found, they are downloaded and made available to pick from in the dropdown list.

Note: This functionality can be disabled in Secret Server in the Configuration Settings. See the
Configuration Settings section for further details.

The drop down list will list all downloaded configurations and other Secretsdconfiguration for the same
domain that the user has permission to view. Select one from the drop down list and click Next to create
a copy of the settings for the Secret.

There is also an option to create a configuration which will allow the Web Launcher to be used on most
websites and not rely on published configuration settings. In order to use this select the last item in the
dropdown list and click Next. The next section will discuss the create process.

b. Creating a Configuration

Entering the Login URL i Secret Server needs to know the exact URL used to login to be able to figure
out the controls and perform the automatic login. Some example login URLS:

https://login.yahoo.com/config/login
https://MyServer/Billing/login.aspx
https://firewall07/login/

Note: The Login URL is typically a secure site with a prefix of https://. If allowed to access the site, Secret
Server will automatically detect if https should be used to ensure the credentials are passed securely.

Providing the Page Source i If Secret Server is not allowed access to sites, or the login URL is not
accessible by an external site, the page source will need to be provided for the Web Launcher controls to
be obtained. Ensure the login URL is correct when the page source is taken. If the site can be accessed
by Secret Server the page source will be automatically obtained and this step will not be present.

Choosing the Form i The page will be read and the exact login form will need to be identified. The page
forms will be listed in the drop down list with the most likely selected. If no forms or no likely forms are
found, the user will need to update the URL or page source, as configuration must have at least one
textbox and one password box.

Wiring up the Fields to Controls T In most cases Secret Server will automatically wire up the Username
and Password fields to the correct page controls. If not the user will complete the control mapping on the
Launcher tab.

c. Using the Web Launcher
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The Web Launcher can be used by clicking the Launcher icon on the Secret View page. The Web
Launcher will open a new window in the browser which will attempt to login to the site using the
credentials on the Secret. The Launcher can also be used with the Test Launcher button on the
Launcher Tab. Testing the Launcher will create a dialog to offer troubleshooting help and means to
upload the configuration to Thycotic.com. The uploaded configuration will be reviewed and published by
Thycaotic for all Secret Server customers to use with the Check Online feature.

Note: No Secret or identifiable information is uploaded to Thycotic.com. Only the website URL and control
names are sent.

d. Incompatible Sites

A few websites prevent the ability to auto-login and will not work with the Web Launcher.

9 Sites with a multi-screen login process
0 Most bank sites
1 Cookie / Token based authentication to prevent auto-login
o Google
o Facebook
o MSN/Microsoft
1 See the Complete List of known Incompatible Sites.

6. Setting Up Password Masking

Password Masking prevents over the shoulder viewing of your passwords by a casual observer
(passwords show as *******) Note the number of asterisk does not relate to the length of the password for
added security.

As an administrator, you can force all the Secret Password fields in the system when viewed to be
masked. To do this, enable the Force Password Masking setting in the Configuration settings. Only
Secret fields marked as a password field on the Secret Template will be masked. password fields for a
Secret.

Note: The passwords will be unmasked when the User is editing the Secret.

There is also a User Preference setting which will force password masking on all Secret Password fields
viewed by the User. This Mask passwords when viewing Secrets setting is found in the
Tools>Preference section for each User. Note that if the Configuration setting discussed above is
enabled, this User Preference setting will be overridden and cannot be disabled.

See the Viewing the Secret section for instructions on unmasking the password using the Lock icon.
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7. Secret Expiration

A core feature of Secret Server is Secret Expiration. Any Template can be set to expire within a fixed
time interval. For a Secret to expire, a field must be selected as the target of the expiration. For example,
a Secret Template for Active Directory accounts might require a change on the password field every 90
days. If the password remains unchanged past the length of time specified, that Secret is considered
expired and will appear in the Expired Secrets panel on eitherthe Da s h b o Bxipided Secrets widget
or the Home page.

Secret expiration provides additional security by reminding Users when sensitive data requires review.
This can assist in meeting compliance requirements that mandate certain passwords be changed on a
regular basis. When expiration is combined with Remote Password Changing, Secret Server can
completely automate the process of regularly changing entire sets of passwords to meet security needs.

a. Setting up Secret Expiration for the Secret Template

To set up Expiration on a Secret, you must first enable Expiration on the Template from which the
Secret is created.

To enable Secret Expiration for a Secret Template, navigate to Administration>Secret Templates. In
the Manage Secret Templates page, select the Template from the dropdown list and click the Edit
button. In the Secret Template Designer page, click on the Change link. On this subsequent page,
check the Expiration Enabled? checkbox. You can now enter the Expiration interval (every x number of
days) as well as the field on the Secret you wish to expire and require to be changed. The interval setting
can be overridden for each individual Secret (see below).

Note: Enabling Expiration for a Template will enable Expiration for all the Secrets that were created
using this Template.

b. Setting up Secret Expiration for the Secret

Now that Expiration has been enabled for the Template, Secret Expiration is enabled for the Secrets that
were created using that Template as well as Secrets created in the future. The Expiration tab will appear
on the Secret View page and requires the User to have Owner permission on the Secret. If you would
prefer to set a custom expiration at the Secret level, you can adjust the interval of Expiration for the
Secret by clicking the Expiration tab in the Secret View page. In the Expiration tab, you can set the
Secret to expire using the Template settings (default), a custom interval, or a specific date in the future.
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c. Forcing Expiration

To force Expiration, navigate to the Secret View page. From there, click the Expire Now button. This will
force the Secret to expire immediately regardless of the interval setting. The expiration date will read
"Expiration Forced".

d. Resetting an Expired Secret

To reset an expired Secret, you will need to change the field that has expired and is required to change.
For example, if the field set to expire is the Password field and the current Password is "asdf", then a
change to "jklh" will reset the Expiration interval and thus remove the Expiration text on the Secret View

page.

If you do not know which field is set to expire, you will need to go to the Secret Template that the Secret
was created from. Navigate to Administration>Secret Template and select the Template. Click the Edit
button and then on the next page, click the "Change" link. In the "Change Required On" textbox you will
see the field that is set to expire.

8. DoubleLock (Enterprise Edition)

DoubleLock provides an additional layer of security by encrypting Secret data with a custom encryption
key that is only accessible with an additional password, regardless of permissions or physical access to
the machine running Secret Server. DoubleLock uses private/public key encryption technology to
securely share access to the DoubleLock between Users when access is granted.

a. Creating a DoubleLock Password

Before creating a DoubleLock, you will need to create a DoubleLock password. This password will be
used to generate DoubleLock keys that encrypt sensitive secrets.

Note: Any reference to a password while using DoubleLock will refer to this DoubleLock password, not
theUserb s Secret Server | ogin password.

b. Creating a DoubleLock

A DoubleLock is the entity key used to encrypt a given Secret and allow assigned Users access to the
encrypted Secret.
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As an Administrator, to use the DoubleLock functionality on your Secrets, you must first create a
DoubleLock. To do that, navigate to Administration>DoubleLock. If you have not created a DoubleLock
password yet, you will be prompted to create one.

Before creating a new DoubleLock, you may be prompted to enter your DoubleLock password. After
DoubleLock creation, you can assign the DoubleLock to other Users who already have DoubleLock
passwords. These other Users will be able to access the Secrets that use this DoubleLock. They will
need to use their own DoubleLock password.

c. Assigning a DoubleLock to a Secret

To assign a DoubleLock, navigate to the Security tab of the Secret View page for the Secret. In there,
click the Enable DoubleLock checkbox. You can now select from a dropdown list the DoubleLock to
assign to the Secret.

d. Changing a DoubleLock Password

A User my change their DoubleLock password by going to Tools>Change DoubleLock Password. The
change will update the encryption on the DoubleLock keys for that User and will not affect other Users
assigned to a common DoubleLock.

e. Resetting a DoubleLock Password

In the event a User forgets their DoubleLock password, it can be reset by going to Tools>Reset Double
Lock Password.

Note: This will result in the loss of access to existing DoubleLocked Secrets.

In the case the DoubleLocked Secret is only accessible by the User, the Secret will be deleted and the
data permanently lost, as the password used to encrypt the Secret has been removed. Once the
DoubleLock is reset, the other Users assigned to a DoubleLock will need to reassign the User who reset
their password.

9. Secret Check Out (Enterprise Edition)
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Enabling Check Out

The Check Out feature forces accountability on Secrets by granting exclusive access to a single User. If
a Secret is configured for Check Out, a User can then access it. If Change Password on Check In is
turnedon,af t er fi,03eaa Rervér automatically forces a password change on the remote
machine. No other User can access a Secret while it is checked out except Unlimited Administrators (see
Unlimited Administrator section). This guarantees that if the remote machine is accessed using the
Secret, the User who had it checked out was the only one with proper credentials at that time.

Note: The exception to the exclusive access rule is the assignment of Unlimited Administrator. If
Unlimited Administration is enabled, Users with Unlimited Administrator Role permission can access
checked out Secrets.

a. Configuring Check Out

To configure Change Password on Check In and Check Out, navigate to the Remote Password
Changing administration page and set Enable Secret Check Out. If Remote Password Changing is
turned off, it will need to be enabled before Check Out can be configured. Once Remote Password
Changing and Check Out are enabled, certain Secrets can be configured for Change Password on
Check In and Check Out. Optionally, you can also set a Check Out interval that specifies how long a
user will have exclusive access to the Secret.
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