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Requirements 

NOTE: This is the installation guide for Windows Vista, Windows 7, Windows Server 2008, 

and Windows Server 2008 R2. If you are looking for the installation guide for Windows XP and 

Windows Server 2003, please click here. 

System Requirements 

1. Microsoft SQL Server 2005 or Microsoft SQL Server 2008. 

2. One of the following operating systems: 

¶ Windows Server 20081 

¶ Windows Server 2008 R2 

¶ Microsoft Windows Vista Ultimate, or Windows Vista Business2. 

¶ Microsoft Windows 7 Ultimate, or Windows 7 Professional2. 

3. Microsoft Internet Information Services (IIS) (Internal Part of Operating System) 

4. Microsoft .NET Framework 3.5 with Service Pack 1. Both 32-bit and 64-bit editions are 

supported. 

NOTE: Windows 7 and Windows Server 2008 R2 come with the .NET Framework 3.5 

SP1 already installed. You do not need to install the .NET Framework if you are using 

one of these operating systems. 

Recommendations 

1. SSL enable your Password Reset Server. 

2. Run Microsoft Update on your server to make sure all components are up to date. 

  

                                                

1
 Both 32-bit and 64-bit Editions of Windows are supported. You must install the proper version of the 

.NET Framework to support 64-bit. 

2
 Windows Vista/7 is only supported for testing environments. Microsoft does not support this operating 

system as a production environment. 

http://updates.thycotic.net/link.ashx?PRSWindows5InstallerGuide
http://update.microsoft.com/
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Before You Begin 

Administrative Access 

Throughout most of this installation, you will be required to be an administrator to perform most 

of these actions. Please ensure that you are logged on to your system with an account that has 

Administrative permissions. 

Installation Process 

Components should be installed in this order. 

1. Internet Information Services (IIS) 

2. ASP.NET 2.0 / .NET Framework 3.5 SP1 (Windows Vista / Server 2008 Only) 

3. SQL Server 2008 

4. Password Reset Server 
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Installing IIS 

IIS is an internal part of the Microsoft Windows Operating System. Installing it will vary 

depending on which version of the Operating System you are using. 

Windows Vista / Windows 7 

Please ensure you have your Windows installation disk available if the system asks for it. 

This disk should have been included with the System Manufacturer or the Administrator that 

installed Windows on that machine. 

1. Start by clicking the Start Menu, then Control Panel. 

2. Open the ñPrograms and Featuresò Control Panel item. 

3. On the left pane, click ñTurn Windows Features on or offò. 

4. A dialog like this should appear. It may take a moment or two for the system to load. 
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Expanding ñInternet Information Servicesò > ñWorld Wide Web Servicesò > 

ñApplication Development Featuresò and checking ñASP.NETò will also check other 

needed dependencies. 

5. Expand ñCommon Http Featuresò and check the following: 

a. Static Content 

b. Default Document  
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6. Click ñOKò. At this point, Windows will now install IIS. It may ask you for your 

operating systemôs disk. 

 

 

7. At this point, IIS is now installed. Depending on your operating system, Windows may ask 
you to restart your computer.  

 

You can verify the installation of IIS by opening the Control Panel, clicking ñAdministrative 

Toolsò, and an icon in there should now appear called ñInternet Information Servicesò.  

We recommend you run Windows Update to get the latest security patches for IIS once you 

have IIS installed. 
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Windows Server 2008 / Windows Server 2008 R2 

To install Internet Information Services on Windows Server 2008 or Server 2008 R2, you will 

give your server the ñWeb Server (IIS)ò role. 

1. Begin by opening the Server Manager and selecting ñRolesò 

 

 

 

2. Click ñAdd Rolesò. 

3. Select the ñWeb Server (IIS)ò role. 
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4. Click ñNext >ò. 

5. Selecting the ñWeb Server (IIS)ò role will automatically select all of the features needed 

to run this role. When the dialog appears, select ñAdd Required Featuresò. 

 

 

 

6. When asked for the services of the Role you want to enable, select ñASP.NETò under 

Application Development. 
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7. Checking ñASP.NETò will prompt you to automatically check other role services needed 

to run ASP.NET.  Select ñAdd Required Role Servicesò to continue. 

 

 

 

8. Also ensure that ñStatic Contentò, ñDefault Documentò, and ñHTTP Errorsò are selected 

under ñCommon HTTP Featuresò. 

9. Click ñNext >ò. 

10. After confirming your installation, the installation will begin 
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11. Finally once the installation is complete, a summary dialog will appear. 
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12. Click ñCloseò. 

Your server is now configured to run Password Reset Server. 
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Installing ASP.NET before IIS 

NOTE: This is only applicable to Windows 7 and Windows Server 2008. 

We recommend installing IIS before you install ASP.NET. However, if the .NET Framework 3.5 

was already installed before IIS was, there are some additional steps required to configure 

ASP.NET in IIS. You must register ASP.NET in IIS. This step is only necessary if you installed 

the .NET Framework 3.5 before IIS. 

1. .ŜƎƛƴ ōȅ ŎƭƛŎƪƛƴƎ {ǘŀǊǘ Ҕ wǳƴΣ ǘƘŜƴ ǘȅǇŜ ƛƴ ŎƳŘΦŜȄŜ ŀƴŘ ŎƭƛŎƪ άhYέ  

 

 
 

2. At the command prompt, type ñcd %WINDIR%\Microsoft.NET\Framework\v2.0.50727ò 

and press enter.  

TIP: If you are using the x64 Edition of Windows and the .NET Framework, you should 

use:  

ñcd %WINDIR%\Microsoft.NET\Framework64\v2.0.50727ò 

3. ¢ƘŜƴ ŀǘ ǘƘŜ ŎƻƳƳŀƴŘ ǇǊƻƳǇǘΣ ǘȅǇŜ άŀǎǇƴŜǘψǊŜƎƛƛǎΦŜȄŜ /i" and press enter. The ASP.NET 
registration into IIS will then begin. After a few moments, ASP.NET will be registered in IIS. 

 

Warning: This command requires elevated privileges in Vista if UAC (User Account 

Control) is enabled. You can do this by opening the start menu, find the Command 

Prompt, right-click, and select ñRun as Administratorò. Running it without 
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Administrative Privileges will result in the error ñAn error has occurred: 0x80004005 

Unspecified errorò. 

 

4. ASP.NET is now correctly registered.  
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Installing ASP.NET 2.0 and the .NET Framework 3.5 SP1 

TIP: We recommend installing IIS before you complete this process. 

TIP: This is only applicable to Windows 7 and Windows Server 2008. 

1. Begin by downloading the .NET Framework 3.5 SP1. 

2. Execute the download to begin the installation process. 

3. Once setup is complete, ASP.NET and the .NET Framework are now properly installed 

on your system. 

WARNING: Microsoft has released an update for the .NET Framework 3.5 SP1 which contains 

compatibility fixes for applications running on previous versions of the .NET Framework. It is 

recommended that this update is installed after the .NET Framework 3.5 SP1 has been 

installed. 

It can be downloaded here: http://support.microsoft.com/kb/959209  

  

http://www.microsoft.com/downloads/details.aspx?familyid=ab99342f-5d1a-413d-8319-81da479ab0d7&displaylang=en
http://support.microsoft.com/kb/959209
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Installing SQL Server 2008 

We recommend using SQL Server 2008. A free edition called SQL Server 2008 Express is 

available to download for free. 

WARNING: SQL Server 2008 SP1 must be installed immediately after the installation is 

complete to resolve compatibility issues with Windows 7 and Windows Server 2008 R2. 

WARNING: SQL Server 2008 Express has some prerequisites that must be installed first. 

Please see our appendix for required software for SQL Server 2008 Express. 

 

The instructions given below are for the SQL 2008 Express Edition with Tools. The installation 

processes for other editions such as Enterprise or Standard may be similar, but not the same. 

TIP: There are several editions of SQL Server 2008 Express. We recommend downloading 

ñSQL Server 2008 Express with Toolsò. 

1. Download the installation package, right-click it and select ñRun as Administratorò if you 

have UAC enabled. 

2. From the welcome screen, select ñInstallationò from the left menu. 

http://www.microsoft.com/downloads/details.aspx?FamilyId=7522A683-4CB2-454E-B908-E805E9BD4E28&displaylang=en
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3. Select ñNew SQL Server installation stand-alone installation or add features to an 

existing installationò. 

4. SQL Server will then initialize your installation. 

5. SQL Server may ask you to install some preparation files first. Select ñInstallò 
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6. Continue to click next until the ñFeature Selection screen is nextò 

7. Select ñDatabase Engine Servicesò and ñManagement Tools ï Basicò and select ñNextò. 
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8. Under ñInstance Configurationò click ñNextò. 

9. Ensure your environment meets all of your Disk Space requirements. 

10. For ñServer Configurationò click ñUse the same account for all SQL Server servicesò. 

a. Under the ñAccount Nameò drop down list select ñNT AUTHORITY\NETWORK 

SERVICEò 

b. Do not enter anything into the password field. 

c. Click ñOKò. 

d. Click ñNextò 

11. For Database Engine Configuration, the installer will then ask you if you want to enable Mixed 
Mode or Windows only mode. If you intend on using a SQL Server account to authenticate 
Password Reset Server to your SQL Server, you should select Mixed. Otherwise, choose 
Windows. Using a SQL Account is easier to set up Password Reset Server.  
 

/ƭƛŎƪ ǘƘŜ ά!ŘŘ /ǳǊǊŜƴǘ ¦ǎŜǊέ ŦƻǊ ǘƘŜ ά{v[ {ŜǊǾŜǊ !ŘƳƛƴƛǎǘǊŀǘƻǊǎέΦ 




























