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NOTE: This is the installation guide for Windows Vista, Windows 7, Windows Server 2008,
and Windows Server 2008 R2. If you are looking for the installation guide for Windows XP and

Windows Server 2003, please click here.

System Requirements

1. Microsoft SQL Server 2005 or Microsoft SQL Server 2008.
2. One of the following operating systems:
1 Windows Server 2008
1 Windows Server 2008 R2
1 Microsoft Windows Vista Ultimate, or Windows Vista Business®.
1 Microsoft Windows 7 Ultimate, or Windows 7 Professional?®.
3. Microsoft Internet Information Services (11S) (Internal Part of Operating System)
4. Microsoft .NET Framework 3.5 with Service Pack 1. Both 32-bit and 64-bit editions are
supported.

NOTE: Windows 7 and Windows Server 2008 R2 come with the .NET Framework 3.5
SP1 already installed. You do not need to install the .NET Framework if you are using

one of these operating systems.

Recommendations

1. SSL enable your Password Reset Server.
2. Run Microsoft Update on your server to make sure all components are up to date.

! Both 32-bit and 64-bit Editions of Windows are supported. You must install the proper version of the
.NET Framework to support 64-bit.

Z Windows Vista/7 is only supported for testing environments. Microsoft does not support this operating
system as a production environment.
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Before You Begin

Administrative Access

Throughout most of this installation, you will be required to be an administrator to perform most

of these actions. Please ensure that you are logged on to your system with an account that has
Administrative permissions.

Installation Process
Components should be installed in this order.

Internet Information Services (11S)

ASP.NET 2.0 / .NET Framework 3.5 SP1 (Windows Vista / Server 2008 Only)
SOQL Server 2008

Password Reset Server
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Installing 1S

IIS is an internal part of the Microsoft Windows Operating System. Installing it will vary

depending on which version of the Operating System you are using.

Windows Vista / Windows 7

Please ensure you have your Windows installation disk available if the system asks for it.

This disk should have been included with the System Manufacturer or the Administrator that

installed Windows on that machine.

P w DD PR

Start by clicking the Start Menu, then Control Panel.

Open the APrograms and Featureso Control Pan
Ontheleft pane, c¢click ATurn Windows Features on
A dialog like this should appear. It may take a moment or two for the system to load.
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Windows Features @M

Turn Windows features on or off (2]
To turn a feature on, select its check box, To turn a feature off, clear its check box, A filled
box means that only part of the feature is turned on.
= J Internet Information Services -
[C]h FTR Publishing Service
= O] Web Management Tools
[C] | 156 Management Compatibility i
[C] | 1S Management Console
[] | 1S Management Scripts and Tools
[C] | 1S Management Service
= ; World Wide Web Services
= , Application Development Features
| NET Extensibility =
Cl Asp 1
. ASP.NET
[l cal
 ISAPI Extensions
, ISAPI Filters
[] | Server-Side Includes
| Comman Http Features A 6
| [[] | Health and Diagnostics
[] || Performance Features
| = | Security
[] || Basic Authentication
| [C] | Client Certificate Mapping Authentication
[C] || Digest Authentication
| [C] || TS Client Certificate Mapping Authentication
G 5oy
1 , Request Filtering
; URL &Authorization i
[] | Windows Authentication -
OK l ’ Cancel
-
Expanding Alnternet I nformation Serviceso >

AApplication Devel opmegt RS8Rt NE &leckwthdnd a hs o k
needed dependencies.

5. Expand ACommon Http Featureso and check the
a. Static Content

b. Default Document
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6. Click fnOKO. At this point, Wi ndows wi | | now |

operating systembdbs di sk.

Microsoft Windows

Please wait while the features are configured.
This might take several minutes.

Cancel

7. Atthis point, IIS is now installed. Depending on your operating system, Windows may ask
you to restart your computer.

You can verify the installation of 1I1S by opening
Tool sd6, and an icon an thkredshbnotdrnei apberrnfti

We recommend you run Windows Update to get the latest security patches for IS once you

have IIS installed.
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Windows Server 2008 / Windows Server 2008 R2

To install Internet Information Services on Windows Server 2008 or Server 2008 R2, you will

give your serverthei Web Server (11 S)o role.

1. Begin by opening the Server Manager and select

E, Server Manager

=lolxl
Ble Action View Help
= %= H
i Server Manager (VMSERVERDS) Roles
P
Features
Diagnostics * View the health of the roles installed on your server and add or remove roles and features.
Configuration
Storage

(~] Roles Summary [ roles summary Help

() Roles: 0 of 17 installed iﬁ Add Roles

=
B Remove Roles

{E Last Refresh: 1/30/2009 12:33:04PM  Configure refresh

2. Click nAdd Rol eso.

3. Select the fAWeb Server (11S)o role.
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Add Roles Wizard

Select one or more roles to install on this server.
Roles:

Server Roles

Description:

Confirmation [ Active Directory Certificate Services
Progress [] Active Directory Domain Services

D Active Directory Federation Services
Results

[] Active Directory Lightweight Directory Services
|:| Active Directory Rights Management Services
[] Application Server

[] DHCP Server

[] DNs server

D Fax Server

[] File Services

[ Metwark Palicy and Access Services

|:| Print Services

[] Terminal Services

[] uDDI Services

Web Server (I15)
[ windows Deployment Services
[ windows Server Update Services

More about server roles

< Previous I

Web Server (11S) provides a reliable,
manageable, and scalable Web
application infrastructure.

Mext = Install Cancel

4. Click nANext >0 .
5, Sel ecting the
to run this role.

Add Roles Wizard

L~ Add features required for Web Server (lIS)?

You cannot install Web Server {115) unless the required features are also installed.

Features:

Windows Process Activation Service
Process Model
Configuration APz

froaiéendl auBmaticaky sele¢t blllofShe features needed
Wh e n

the dialog

x|

Description:

windows Process Activation Service
generalizes the 1S process model, removing
the dependency on HTTP. All the features of
IS that were previously available only to
HTTP applications are now available to
applications hosting Windows

Communication Foundation (WCF) services,
using non-HT TP protocols. 15 7.0 also uses

[ Add Required Featurss | Cancel |

(i) Why are these features required?

4

6. When asked f

Application Development.

or t he

ser vi

ces of t he Rol e
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Add Roles Wizard

Progress

Results

Select Role Services

Select the role services to install for Web Server (II5):

Role services:

B @ web Server

= [E Common HTTP Features
Static Content
Default Document
Directory Browsing

[] HTTP Redirection
= [] Application Development
SP.NET
[ .NET Extensibility
[ asp
[ car
[] 1SAPI Extensions
[] 15APIFilters
[] server side Indudes
= [E Health and Diagnostics
HTTP Logging
[] Logging Tools
Request Monitor
[] Tracing
|:| Custom Logging

ARDC N amnina

More about role services

||

Description:

ASP.NET provides a server side object
oriented programming environment
forbuilding Web sites and Web
applications usingmanaged code.
ASP.NET is not simply a new version
of ASP. Having been entirely re-
architected to provide a highly
productive programming experience
based on the .NET Framework,
ASP.NET provides arobust
infrastructure for building web
applications.

< Previous | MNext = I Install Cancel

thycotic
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7. Checking AASP. NETO wi | | prompt you to automati cal

to run ASP. NET. Select AAdd Required Role Ser
Add Roles Wizard x|
--’:“: Add role services and features required for ASP.NET?
-y —
You cannot install ASP.MET unless the required role services and features are also installed.
Bole Services: Description:
= Web Server {115) Web Server (1l5) provides a reliable,
= Web Server managezble, and scalable \Web application
o infrastructure.
= Application Development
ISAP| Extensions
ISAPI Fitters
NET Extensibility

E Windows Process Activation Service
NET Environment

| Add Required Role Services | Cancel |

(i) Why are these role services and features required? y

11

8 Al so ensure that iStatic Content o, ifnDefaul t Do
under i Co mmoant uHTeTsPo .F e
9. Click MfnANext >0 .

10. After confirming your installation, the installation will begin

thycntic



Add Roles Wizard

ﬁ Installation Progress

Before You Begin The following roles, role services, or features are being installed:

Server Roles Web Server (IIS)
Web Server (115

(s) Windows Process Activation Service
Role Services

Confirmation

Results

8'ﬁ

Initializing installation. ...

< Previous Mext > Instal Cancel

11. Finally once the installation is complete, a summary dialog will appear.

thycotic
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Add Roles Wizard x|

ﬁ Installation Results

Before You Begin
The following roles, role services, or features were installed successfully:
Server Raoles

Web Server (II5) ¥ | Web Server (IIS) '@' Installation succeeded
Role Services = Wind Process Activation Service '@' Installation succeeded

Confirmation

Frogress

Results

Print, e-mail, or save the installation report

< Previous Iext = | Close Cancel

12.Cl i ck nCl oseo.

Your server is now configured to run Password Reset Server.
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Installing ASP.NET before IIS

NOTE: This is only applicable to Windows 7 and Windows Server 2008.

We recommend installing 1S before you install ASP.NET. However, if the .NET Framework 3.5
was already installed before IIS was, there are some additional steps required to configure
ASP.NET in IIS. You must register ASP.NET in IIS. This step is only necessary if you installed
the .NET Framework 3.5 before IIS.

1. . S3IAYy o6& OftAO01Ay3a {GFNI B wdzyr GKSy (@8l Ay OV

ST

= Typethe name of a prograrm, folder, document, or Internet
resource, and Windows will open it for you.

Open: cmd.exe -

14

[ oK H s H r—

2. At the command prompt, type fi c%@WINDIR%\Microsoft. NET\Framework\v 2 . 0. 507 27 0

and press enter.

TIP: If you are using the x64 Edition of Windows and the .NET Framework, you should
use:
Acd %WI NMZioRMNET\Framework64lv 2 . 0. 50727 0

3. ¢KSY G GKS O2YYIl YR LINPivYanilipkessieddr)$he ASPANEX S G Y NS I A A
registration into IS will then begin. After a few moments, AEH will be registered in IIS.

Warning: This command requires elevated privileges in Vista if UAC (User Account
Control) is enabled. You can do this by opening the start menu, find the Command

Prompt, right-c | i ¢ k , and select fRun as Admini sjtrator
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Admi ni strative Privi |l Ameed hasvocdulred: 083004005 i [n t

Unspecified erroro .

BN Administrator: Command Prompt (x64) E@li_ﬁj

C=“Mindows“Microsoft .MET“Frameworkbd w2 B8.58727>aspnet_regiis.exe ~1i
Finished installing ASP.NET <(2.8.58727)>.

C=s“Mindows“Microsoft .NET“Frameworkb4d w2 . B.58727>

4. ASP.NET is now correctly registered.

15
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Installing ASP.NET 2.0 and the .NET Framework 3.5 SP1

TIP: We recommend installing 11S before you complete this process.
TIP: This is only applicable to Windows 7 and Windows Server 2008.

1. Begin by downloading the .NET Framework 3.5 SP1.
Execute the download to begin the installation process.

3. Once setup is complete, ASP.NET and the .NET Framework are now properly installed
on your system.

WARNING: Microsoft has released an update for the .NET Framework 3.5 SP1 which contains
compatibility fixes for applications running on previous versions of the .NET Framework. It is
recommended that this update is installed after the .NET Framework 3.5 SP1 has been

installed.

It can be downloaded here: http://support.microsoft.com/kb/959209

16
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Installing SQL Server 2008

We recommend using SQL Server 2008. A free edition called SQL Server 2008 Express is

available to download for free.

WARNING: SQL Server 2008 SP1 must be installed immediately after the installation is

complete to resolve compatibility issues with Windows 7 and Windows Server 2008 R2.

WARNING: SQL Server 2008 Express has some prerequisites that must be installed first.
Please see our appendix for required software for SQL Server 2008 Express.

The instructions given below are for the SQL 2008 Express Edition with Tools. The installation
processes for other editions such as Enterprise or Standard may be similar, but not the same.

TIP: There are several editions of SQL Server 2008 Express. We recommend downloading

fSQL Server 2008 Express with Toolso . 17
1. Download the installation package, right-c | i ck it and select ARun as
have UAC enabled.
2. From the welcomescr een , sel ect filnstallationo from the
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5 SQL Server Installation Center ng}

Planning ﬁ Mew SQL Server stand-alone installation or add features to an
) existing installation
Launch a wizard to install SQL Server 2008 in a non-clustered
Maintenance environment or to add features to an existing S5QL Server 2008
instance.
Tools

Resources ‘Eﬁ Mew SQL Server failover cluster installation

Launch a wizard to install a single-node SQL Server 2008

Advanced failover cluster.

Options :‘Fﬁ' Add node to a SQL Server failover cluster

Launch a wizard to add a node to an existing SQL Server 2008
failover cluster.

@“’ Upgrade from SQL Server 2000 or SQL Server 2005

Launch a wizard to upgrade SQL Server 2000 or SQL Server
2005 to SQL Server 2008, Before you upgrade, you should run
the Upgrade Advisor to detect potential problems.

== Search for product updates

Search Microsoft Update for SQL Server 2008 product
updates,

18

F m(":)”flf Server2008

3. Sel ect ANew SQL Ser-aane installation cn adtl featuredtmans t a n d
existing installationo.
SQL Server will then initialize your installation.

SQL Server may ask you to install some preparat i on f il es first. Select
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4 5QL Server _lglﬂg
SN,

Setup Support Files

Click Install to install Setup Support files. To install or update SQL Server 2008, these files are required.

Setup Support Files The following components are required for SQL Server Setup:

Feature Name Status
Setup Support Files In Pregress

Performing Windows Installer actions,

| < Back | | Inztall | [ Cancel ] 1 9

6. Continue to click next wuntil the AFeature Sele
7. Sel ect ADatabase Engine SerwvBassadd andal ddia nfaldexm
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8. Under Al nstance Configurationo click ANexto.

9. Ensure your environment meets all of your Disk Space requirements.

100.For fAServer Configurationo click AUse the
a Under the AAccount Nameo dr op \NEBWORK | i st

SERVI CEO
b. Do not enter anything into the password field.
c. Click AOKO.
d Click ANext o

11. For Database Engine Configuratidme installer will then ask you if you want to enable Mixed
Mode or Windows only mode. If you intend on using a SQL Server account to authenticate
Password Reset Serveryour SQL Server, you should select Mixed. Otherwise, choose
Windows. Using a SQL Account is easier to s€tagsword Reset Server

[ tA0] GKS ! RR / dZNNByd ! 8SNE F2NJ 0KS a{v]
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