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Requirements 

System Requirements 

1. Microsoft SQL Server 2005 or Microsoft SQL Server 2008. 

Get SQL 2005 Express 

2. Windows XP Professional, Window Server 2003, Windows Vista, Windows Server 2008 

3. Microsoft Internet Information Services (IIS) (Internal Part of Operating System) 

4. Microsoft .NET Framework 3.5 with Service Pack 1. Both 32-bit and 64-bit editions are 

supported. 

Get the .NET Framework 3.5 SP1 

Recommendations 

1. SSL Certificate 

2. Run Microsoft Update on your server to make sure all components are up-to-date. 

  

http://www.microsoft.com/downloads/details.aspx?FamilyID=220549b5-0b07-4448-8848-dcc397514b41&DisplayLang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=ab99342f-5d1a-413d-8319-81da479ab0d7&DisplayLang=en
http://www.update.microsoft.com/
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Getting Started 
 

NOTE: This is the installation guide for Windows XP and Windows Server 2003. If you are 

looking for the installation guide for Windows Vista and Windows Server 2008, please click 

here. 

Installing IIS 

IIS is an internal part of the Microsoft Windows Operating System. Installing it will vary 

depending on which version of the Operating System you are using. 

Windows XP Professional 

Please ensure you have your Windows installation disk available if the system asks for it. 

This disk should have been included with the System Manufacturer or the Administrator that 

installed Windows on that machine. 

1. Start by clicking the Start Menu, then Control Panel. 

2. Open the ñAdd or Remove Programsò control panel item. 

3. Click ñAdd/Remove Windows Componentsò. A dialog like this should appear. It may 

take a moment or two for the system to load. 

 
 

4. Check the Internet Information Services (IIS) box and click continue.  

http://updates.thycotic.net/link.ashx?PRSWindows6InstallerGuide
http://updates.thycotic.net/link.ashx?PRSWindows6InstallerGuide
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TIP: You can customize the installation of IIS by clicking ñDetailséò when IIS is highlighted. 

5. Click ñNext >ò.  At this point, Windows will now install IIS. It may ask you for your 

operating systemôs disk. 

 
 

6. At this point, IIS is now installed. Depending on your operating system, Windows 

may ask you to restart your computer. 

You can verify the installation of IIS by opening the Control Panel, clicking 

ñAdministrative Toolsò, and an icon in there should now appear called ñInternet 

Information Servicesò. 

We recommend you run Windows Update to get the latest security patches for IIS once 

you have IIS installed.  
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Windows Server 2003 / Windows Server 2003 R2 

1. Start by opening the Control Panel, and opening ñAdministrative Toolsò. 

2. Open the ñManage My Server Wizardò.  

3. Click ñNext >ò twice. The system will then analyze your server. 

4. Select ñCustom Configurationò 

 

 

Then click ñNext >ò. 
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5. Select ñApplication Server (IIS, ASP.NET) and click ñNext >ò 

 

 

6. Once the set up is complete, your server now has IIS installed. 

We recommend you run Windows Update to get the latest security patches for IIS once 

you have IIS installed. 
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Installing ASP.NET before IIS 

We recommend installing IIS before you install ASP.NET. However, if the .NET 

Framework 2.0 was already installed before IIS was, there are some additional steps 

required to configure ASP.NET in IIS. You must register ASP.NET in IIS. This step is 

only necessary if you installed the .NET Framework 2.0 before IIS.  

1. Begin by clicking Start > Run, then type in cmd.exe and click ñOKò 

 
 

2. At the command prompt, type ñcd 

%WINDIR%\Microsoft.NET\Framework\v2.0.50727ò and press enter. 

3. Then at the command prompt, type ñaspnet_regiis.exe /i" and press enter. The 

ASP.NET registration into IIS will then begin. After a few moments, ASP.NET will be 

registered in IIS. 

 

 

4. ASP.NET is now correctly registered. 
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Installing ASP.NET 2.0 

TIP: We recommend installing IIS before you complete this process. 

Windows XP Professional/ Windows Server 2003 / 2003 R2 

1. Begin by downloading the .NET Framework 2.0. 

2. Execute the download to begin the installation process. 

3. Once setup is complete, ASP.NET is now properly installed on your system.  

http://www.microsoft.com/downloads/details.aspx?FamilyID=0856eacb-4362-4b0d-8edd-aab15c5e04f5&DisplayLang=en
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Installing SQL Server 2005 

We recommend using SQL Server 2005. A free edition called SQL Server 2005 Express is 

available to download for free. 

TIP: SQL Server 2008 is supported, however this guide covers using SQL 2005. 

TIP: The Microsoft .NET Framework version 2.0 is required for SQL 2005. You can download 

it here and install it by running the executable. The .NET Framework 2.0 is automatically 

installed for you when you install the .NET Framework 3.5 SP1. 

The instructions given below are for the SQL 2005 Express Edition. The installation processes 

for other editions such as Enterprise or Standard may be similar, but not the same. 

1. Download the installation package and execute it. 

2. Click next till you get to the feature selection 

 
 

and click ñNext >ò. 

 

3. The installer will then ask what the instance of the name should be. If you are installing 

another instance of SQL, you must give it a name. Otherwise, we recommend giving it 

the default instance if you do not plan on installing another instance 

http://www.microsoft.com/downloads/details.aspx?FamilyID=220549b5-0b07-4448-8848-dcc397514b41&DisplayLang=en
http://www.microsoft.com/downloads/info.aspx?na=22&p=1&SrcDisplayLang=en&SrcCategoryId=&SrcFamilyId=&u=%2fdownloads%2fdetails.aspx%3fFamilyID%3d0856eacb-4362-4b0d-8edd-aab15c5e04f5%26DisplayLang%3den
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4. The installer will then ask you what user the SQL Server instance will run as. The default 

is NETWORK SERVICE. We recommend you use Network Service. You can disable the 

SQL Browser service for auto-start as Password Reset Server does not use it.
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5. The installer will then ask you if you want to enable Mixed Mode or Windows only mode. 

If you intend on using a SQL Server account to authenticate Password Reset Server to 

your SQL Server, you should select Mixed. Otherwise, choose Windows. Using a SQL 

Account is easier to set up Password Reset Server. 
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If you choose Mixed Mode, you must specify a password for the ñsaò account (System 

Administrator). We suggest using a strong password. 

 

TIP: We recommend running Microsoft Update to get all of the latest service packs and fixes 

for SQL 2005. 
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Creating a SQL Server Database 

Password Reset Server does not create the database for you. To create a database, 

download SQL Server Management Studio Express. 

TIP: If you installed a version of SQL Server 2005 other than Express, the Management Studio 

is included. 

1. Open Management Studio Express. 

2. Connect to your SQL Server database. 

3. Right click the ñDatabasesò folder and select ñNew Databaseé" 

4. Enter a database name and click ñOKò 

Creating a SQL Server User 

1. Open Management Studio Express. 

2. Connect to your SQL Server Database. 

3. Expand the ñSecurityò folder. 

4. Right click ñLoginsò and select ñNew Loginéò 

5. Enter a new username and type. 

6. Select the ñUser Mappingsò from the left menu. 

7. Check the checkbox next to your Password Reset Server database. 

8. Give the user ñdb_ownerò permission. 

9. Click OK. 

 

  

http://www.microsoft.com/downloads/details.aspx?FamilyID=c243a5ae-4bd1-4e3d-94b8-5a0f62bf7796&DisplayLang=en
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Setting up Password Reset Server 
 

TIP: Make sure you have the required software installed before attempting to setup Password 

Reset Server.  

Download the latest version of Password Reset Server. 

Password Reset Server can be installed in a few different ways: 

¶ As a Virtual Directory 

¶ As a Website (Server 2003 only) 

¶ Part of a Website 

Installing as a Virtual Directory (Windows XP / Server 2000 / Server 2003 [R2]) 

1. Extract the contents of the ZIP file where you would like Password Reset Server to 

be located on your system. 

2. Ensure that the folder has the proper permissions on it for IIS. Ensure that the 

ASPNET and NETWORK SERVICE Windows Account has Read, Write, and Modify 

permissions on the folder where Password Reset Server is installed. The same 

permissions should be applied to the IIS anonymous account, called 

ñIUSR_machinenameò Where machinename is the name of the computer. 

3. Open the IIS Control Panel by going into the Control Panel, then ñAdministrative 

Toolsò > ñInternet Information Servicesò. 

http://updates.thycotic.net/link.ashx?PRSDownload
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4. Select ñDefault Web Siteò, right-click it, select ñNewò then ñVirtual Directoryò. 

 
5. Select an alias for your Password Reset Server. The alias is what will be appended 

to the website. For instance, http://myserver/PasswordResetServer, then click Next. 

6. Choose the Directory Where Password Reset Server was installed by clicking 

ñBrowseò and selecting the folder where you originally extracted the zip folder. 

7. You will be prompt with what permission. Password Reset Server requires Read and 

Run Scripts. 

Password Reset Server is now ready to be installed. 

Installing as part of a Website (Windows XP / Server 2000 / Server 2003 [R2]) 

1. Extract Password Reset Server to the path where your website is (Commonly 

C:\Inetpub\wwwroot). For example, C:\Inetpub\wwwroot\PasswordResetServer 

2. Ensure that the folder has the proper permissions on it for IIS. Ensure that the 

ASPNET Windows Account has Read, Write, and Modify permissions on the folder 

where Password Reset Server is installed. The same permissions should be applied 

to the IIS anonymous account, called ñIUSR_machinenameò Where machinename is 

the name of the computer. 

3. Open the IIS Control Panel by going into the Control Panel, then ñAdministrative 

Toolsò > ñInternet Information Servicesò 
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4. Expand the Default Website and locate the Password Reset Server folder. Right-

click it, and select ñPropertiesò.
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5. On the Directory Tab, click the ñCreateò button. This will enable Password Reset 

Server to run as an application. 

 

 
 

Password Reset Server is now ready to be installed. 

  










