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System Requirements

1. Microsoft SQL Server 2005 or Microsoft SQL Server 2008.
Get SQL 2005 Express
2. Windows XP Professional, Window Server 2003, Windows Vista, Windows Server 2008
Microsoft Internet Information Services (11S) (Internal Part of Operating System)
4. Microsoft .NET Framework 3.5 with Service Pack 1. Both 32-bit and 64-bit editions are
supported.
Get the .NET Framework 3.5 SP1

w

Recommendations

1. SSL Certificate
2. Run Microsoft Update on your server to make sure all components are up-to-date.
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http://www.microsoft.com/downloads/details.aspx?FamilyID=220549b5-0b07-4448-8848-dcc397514b41&DisplayLang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=ab99342f-5d1a-413d-8319-81da479ab0d7&DisplayLang=en
http://www.update.microsoft.com/

Getting Started

NOTE: This is the installation guide for Windows XP and Windows Server 2003. If you are

looking for the installation guide for Windows Vista and Windows Server 2008, please click
here.

Installing IIS

IIS is an internal part of the Microsoft Windows Operating System. Installing it will vary
depending on which version of the Operating System you are using.

Windows XP Professional

Please ensure you have your Windows installation disk available if the system asks for it.

This disk should have been included with the System Manufacturer or the Administrator that
installed Windows on that machine.

1. Start by clicking the Start Menu, then Control Panel.

2. Open the AAdd or Remove Programso control

3. Click AAdd/ Remove Windows Componentso.
take a moment or two for the system to load.
Windows Components

You can add or remove components of Windows XP.

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To see what's included in @ component, click
Details.

Components:
[[] & Indexing Service
@ Intemet Expl

(] 89 Management and Monitoring Tools
["1 =2 Messaae Quietina nomp =

Description: Includes Web and FTP support, along with support for FrontPage,
transactions, Active Server Pages, and database connections.

Total disk space required: 56.5MB Details

Space available on disk: 10593.1 MB e

< Back Next > Cancel |

4. Check the Internet Information Services (11S) box and click continue.
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http://updates.thycotic.net/link.ashx?PRSWindows6InstallerGuide
http://updates.thycotic.net/link.ashx?PRSWindows6InstallerGuide

TIP You can customize the installation of 11S& by cl

5. Click ANext >o0. At this point, Wi ndows will
operating systembdbs di sk.

Windows Components Wizard

Configuring Components

Setup is making the configuration changes you requested.

h— 4 Please wait while Setup configures the components. This may take
Q several minutes, depending on the components selected.

Status: Completing configuration of Indexing Service...

6. At this point, IIS is now installed. Depending on your operating system, Windows
may ask you to restart your computer.

You can verify the installation of IIS by opening the Control Panel, clicking
AAdmini strative Toolso6, and an icon in there s
I nf ormation Serviceso.

We recommend you run Windows Update to get the latest security patches for IS once
you have IIS installed.
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Windows Server 2003 / Windows Server 2003 R2

1. Start by opening the Control Panel, and open
2. Open the AManage My Server Wizardo.
3. Click fANext >0 twice. The system will then a

Y

4, Sel ect ACustom Configurationo

Configure Your Server Wizard

Configuration Options
You can add a common set of roles to this server, or you can customize this server by specifying the
roles to add or remove.

Configure this server using:

" Typical configuration for a first server

Simplify the setup of a new network by adding a common set of roles for a first server. This option sets
up this server as a domain controller by installing the Active Directory directory service and installs DNS
server and DHCP server (if required) for IP address management.

¢ Custom configuration

Customize this server by adding the roles, such as file server, print server, or application server, that
wou want it ko perform. You can also use this option to remove existing roles from this server.

< Back I Mext = I Cancel Help

Then click fANext >0 .
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5. Sel ect

Server Role

You can set up this server to perform one or more specific roles. If vou want to add more than one

AApplication

Configure Your Server Wizard m

role to this server, you can run this wizard again.

Server

(1'1'S, ASP.NET)

Select a role. If the role has not been added, vou can add it. If it has already been added, you can

remove it. If the role you want to add or remove is not listed, open 2dd or Remove Proc
| Server Role | Configured.
File Server Mo
SharePoint Services Mo
Print Server Mo
ion server (115, ASP. e

Applicatio
Mall server (POP3, SMTP)

Terminal server

Remate access [ VPN server
Domain Controller {(Active Directory)
DNS server

DHCP server

Streaming media server

WINS server

No

s

MNo
Mo
Mo
Mo
MNo
Mo
MNo

Appllcallon server [IIS
ASP.NET)

This server is configured as an
application server.
To manage this server, open Mz

To remove this role, click Mext.

View the Confic

< Back I Mext = I Cancel Help |

6. Once the set up is complete, your server now has IIS installed.

We recommend you run Windows Update to get the latest security patches for IS once

you have IIS installed.
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Installing ASP.NET before IIS

We recommend installing IIS before you install ASP.NET. However, if the .NET
Framework 2.0 was already installed before 1IS was, there are some additional steps
required to configure ASP.NET in IIS. You must register ASP.NET in IIS. This step is
only necessary if you installed the .NET Framework 2.0 before IIS.

1. Begin by c¢clicking Start > Run, then type in |

CENN— 2]

z Type the name of a program, folder, document, or
' Internet resource, and Windows will open it for you.

Open: I cmd.exe E]

| OK | Cancel | Browse... |

2. At the command prompt, type fdfcd
%WINDIR%\Microsoft. NET\Framework\v 2 . 0. 507270 and press enter
3. Then at t he ¢ ommasprkt rpgiisceregi'tand ptess pneer. Tihe
ASP.NET registration into 1IS will then begin. After a few moments, ASP.NET will be 7
registered in IIS.

& C:\WINDOWS\system32\cmd.exe ' (=] 3

C:\WINDOWS\Microsoft .NET\Framework\v2.08.50727>aspnet_regiis.exe /i
Start installing ASP.NET <(2.8.58727).

Finished installing ASP.NET (2.8.58727).

C:\WINDOWS\Microsoft .NET\Framework\v2.8.58727>

4. ASP.NET is now correctly registered.
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Installing ASP.NET 2.0

TIP: We recommend installing 1S before you complete this process.

Windows XP Professional/ Windows Server 2003 / 2003 R2
1. Begin by downloading the .NET Framework 2.0.
2. Execute the download to begin the installation process.
3. Once setup is complete, ASP.NET is now properly installed on your system.
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http://www.microsoft.com/downloads/details.aspx?FamilyID=0856eacb-4362-4b0d-8edd-aab15c5e04f5&DisplayLang=en

Installing SQL Server 2005

We recommend using SQL Server 2005. A free edition called SQL Server 2005 Express is
available to download for free.

TIP: SQL Server 2008 is supported, however this guide covers using SQL 2005.

TIP: The Microsoft .NET Framework version 2.0 is required for SQL 2005. You can download
it here and install it by running the executable. The .NET Framework 2.0 is automatically
installed for you when you install the .NET Framework 3.5 SP1.

The instructions given below are for the SQL 2005 Express Edition. The installation processes
for other editions such as Enterprise or Standard may be similar, but not the same.

1. Download the installation package and execute it.
2. Click next till you get to the feature selection

i Microsoft SQL Server 2005 Express Edition Setup N ﬂ

Feature Selection
Select the program features you want installed.

Click an icon in the following list to change how a feature is installed.

Feature description

- S F)atab«a:sg S?rvicef Creates the Data folder in the
=~ | DataFiles | destination shown under Installation
¥ ~ | Replication Path.

~ | Shared Tools

= X_~| Client Components
_X_~| Connectivity Components
X ~| Software Development Kit

! Y

This Feature requires 99 MB on your
hard drive.

Installation path
c:\Program FilesiMicrosoft SQL Server), Browse. .. I

Disk Cost... I

Help l < Back I | Mext = I Cancel I

and click ANext >0 .

3. The installer will then ask what the instance of the name should be. If you are installing
another instance of SQL, you must give it a name. Otherwise, we recommend giving it
the default instance if you do not plan on installing another instance
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http://www.microsoft.com/downloads/details.aspx?FamilyID=220549b5-0b07-4448-8848-dcc397514b41&DisplayLang=en
http://www.microsoft.com/downloads/info.aspx?na=22&p=1&SrcDisplayLang=en&SrcCategoryId=&SrcFamilyId=&u=%2fdownloads%2fdetails.aspx%3fFamilyID%3d0856eacb-4362-4b0d-8edd-aab15c5e04f5%26DisplayLang%3den

|§ Microsoft SQL Server 2005 Express Edition Setup

Instance Name

‘You can install a default instance or you can specify a named
instance.

Provide a name for the instance. For a default installation, click Default instance and click
Mext. To upgrade an existing default instance, click Default instance. To upgrade an existing
named instance select Named instance and specify the instance name.

& Default instance:

¢ Named instance

Help l < Back I | MNext = I Cancel 1 O

4. The installer will then ask you what user the SQL Server instance will run as. The default
is NETWORK SERVICE. We recommend you use Network Service. You can disable the
SQL Browser service for auto-start as Password Reset Server does not use it.
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|§ Microsoft SQL Server 2005 Express Edition Setup

Service Account
Service accounts define which accounts to log in.

atl

[~ Customize for each service account

I E

{* Use the built-in System account INetwork service :_l

(" Use a domain user account

[ Start services at the end of setup
V 5QL Server:
[~ SQL Browser

Help l < Back I | MNext = I Cancel 1 1

5. The installer will then ask you if you want to enable Mixed Mode or Windows only mode.
If you intend on using a SQL Server account to authenticate Password Reset Server to
your SQL Server, you should select Mixed. Otherwise, choose Windows. Using a SQL
Account is easier to set up Password Reset Server.
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|§ Microsoft SQL Server 2005 Express Edition Setup

Authentication Mode
The authentication mode specifies the security used when
connecting to SQL Server,

Select the authentication mode to use For this installation.

" Windows Authentication Mode

" Mixed Mode (‘Windows Authentication and SQL Server Authentication):

Specify the sa logon password below:

Enter password:

Confirm password:

| Help l < Back I l Next > I Cancel I 1 2

If you choose MixedMode, you must specify

a password for
Administrator). We suggest using a strong password.

TIP: We recommend running Microsoft Update to get all of the latest service packs and fixes
for SQL 2005.
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Creating a SQL Server Database
Password Reset Server does not create the database for you. To create a database,
download SQL Server Management Studio Express.

TIP: If you installed a version of SQL Server 2005 other than Express, the Management Studio
is included.

1. Open Management Studio Express.

2. Connect to your SQL Server database.

3. Right click the ADatabasesd folder and select
4. Enter adatabasenameand cl i ck A OKO

Creating a SQL Server User
1. Open Management Studio Express.
Connect to your SQL Server Database.
Expand the fASecurityo folder.
Right c¢click ALoginsd and select ANew Loginéo
Enter a new username and type.
Select the AUser Mamgnpi ngso from the | eft
Check the checkbox next to your Password Reset Server database.
Give the user fAdb_owner o permission.

Click OK. 13

© NGO ®WDN
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Setting up Password Reset Server

TIP: Make sure you have the required software installed before attempting to setup Password
Reset Server.

Download the latest version of Password Reset Server.
Password Reset Server can be installed in a few different ways:

9 As a Virtual Directory
1 As aWebsite (Server 2003 only)
1 Part of a Website

Installing as a Virtual Directory (Windows XP / Server 2000 / Server 2003 [R2])

1. Extract the contents of the ZIP file where you would like Password Reset Server to
be located on your system.

2. Ensure that the folder has the proper permissions on it for IIS. Ensure that the
ASPNET and NETWORK SERVICE Windows Account has Read, Write, and Modify
permissions on the folder where Password Reset Server is installed. The same
permissions should be applied to the 1IS anonymous account, called

fi | U $nBchinenamed Wh machenename is the name of the computer. 14
3. Open the 11 S Control Panel by going into the
Toolso > Alnternet I nformation Serviceso.
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4, Sel ect AfnDef aul -t Wek then AV

¥Z Internet Information Services - (O] ]

File Action View Help

R | E .o
% Intemet Information Services Computer | Local | Version
= ) TVMO1 llocal computer] B TVMO1 (local computer) Yes  NISV51
—-{_] Web Sites
- o) Defaitinish Cia
p @| Explore
e L"a | Open
(g F Browse
+ L__a [ ‘
Stop
Pause

New > Wirtual Directory...

All Tasks » :

Server Extensions Web
Rename Server Extensions Administrator
Refresh
Properties
Help

X | J 15
Create new Web Virtual Directory

5. Select an alias for your Password Reset Server. The alias is what will be appended

to the website. For instance, http://myserver/PasswordResetServer, then click Next.
6. Choose the Directory Where Password Reset Server was installed by clicking

AiBrowsed and selecting the folder where you
7. You will be prompt with what permission. Password Reset Server requires Read and

Run Scripts.

Password Reset Server is now ready to be installed.

Installing as part of a Website (Windows XP / Server 2000 / Server 2003 [R2])

1. Extract Password Reset Server to the path where your website is (Commonly
C:\Inetpub\wwwroot). For example, C:\Inetpub\wwwroot\PasswordResetServer

2. Ensure that the folder has the proper permissions on it for 1IS. Ensure that the
ASPNET Windows Account has Read, Write, and Modify permissions on the folder
where Password Reset Server is installed. The same permissions should be applied
to the IIS anonymous account, called i | U $nBchinenamed  Wh machénename is
the name of the computer.

3. Open the 11S Control Panel by going into the
Toolso > Alnternet I nformation Serviceso
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4. Expand the Default Website and locate the Password Reset Server folder. Right-
click it, and select APropertieso.

N - a
v£ Internet Information Services

File Action View Help

e AR FRB 2 2 > =

% Internet Information Services Name I Path I Status
= &) TVMO1 (local computer) B 15Help c:windowsthelphiishelp
=] Web Sites ; (L@ _vti_bin C:%Program Files\Common Files\Micro...
S Q Default Web Site Q Printers C:AWINDDWS \web\printers
w @ lISHelp (@ CrystalReportwebFormviewer2  c:\Program Files\Microsoft Visual Stu...
#-{ B @ storefront C:A\development\ThycatichOnlineStor. ..
Explore @ ihawu C:\development\Thycatic\SecretSer...
Open @ StoreFrontPayPalMock C:\development\ThycotichOnlineStor...
Browse @ thwebcsys C:\development\T hycotic\MyClock\w...
New » @ Mock_PayPal C:\development\ThycotichMyClock/....
Al Tasks » @ shortersigs C:\developmentsThycotichShorterSig...
@ to C:hdevelopmenthclients\aRPC\trusto...
Delete & Thycotic.ihawuMocks.Update... C:\development\Thycotic\SecretSer...
Refresh @ nGallery C:AnGallery\web
Properties Qs
Help
< | 2
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5. On the Directory Tab, click the ACreateo but"
Server to run as an application.

17

Password Reset Server is now ready to be installed.
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